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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards 
bodies (ISO member bodies). The work of preparing International Standards is normally carried out 
through ISO technical committees. Each member body interested in a subject for which a technical 
committee has been established has the right to be represented on that committee. International 
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. 
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of 
electrotechnical standardization. 

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the 
different types of ISO documents should be noted. This document was drafted in accordance with the 
editorial rules of the ISO/IEC Directives, Part 2 (see www .iso .org/ directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of 
any patent rights identified during the development of the document will be in the Introduction and/or 
on the ISO list of patent declarations received (see www .iso .org/ patents).

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement. 

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO’s adherence to the 
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www .iso .org/ 
iso/ foreword .html.

This document was prepared by Technical Committee ISO/TC 262, Risk management.

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www .iso .org/ members .html.
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Introduction

Organizations operate in a complex environment with a variety of legal risks. Not only are organizations 
required to comply with the laws of all the countries within which they operate, legal and regulatory 
requirements can vary between different countries, strengthening the need for organizations to 
understand and have confidence in their processes. Organizations need to keep pace with legal 
and regulatory environment changes and review their needs as new activities and operations are 
developed. Organizations face considerable uncertainty when making decisions and taking actions that 
can have significant legal consequences. The management of legal risk helps organizations to protect 
and increase value.

This document provides guidance on activities that support organizations to manage legal risk 
efficiently and cost effectively to meet the expectations of a wide range of stakeholders. By developing an 
improved understanding of the external and internal legal context, organizations may be able to develop 
new opportunities or improve operational performance. However, failure to meet the requirements and 
expectations of stakeholders can have considerable and immediate negative consequences that could 
affect an organization’s performance and reputation and might lead to criminal prosecution of top 
management.

ISO 31000 provides a generic framework for the management of all types of risks, including legal 
risk. This document is aligned with ISO 31000 and provides more specific guidelines applicable to the 
management of legal risk. The purpose of this document is to develop an improved understanding of 
the management of legal risk faced by an organization applying the principles of ISO 31000. These 
guidelines are intended to help organizations and their top management to:

— achieve the strategic outcomes and objectives of the organization;

— encourage a more systematic and consistent approach to the management of legal risk, and to 
identify and analyse a comprehensive range of issues so that legal risks are proactively treated with 
the appropriate resources and supported by top management and by the right level of expertise;

— better understand and assess the extent and consequence of legal issues and risk, and to exercise 
proper due diligence;

— identify, analyse and evaluate legal risks, and to provide a systematic way to make informed 
decisions;

— enhance and encourage the identification of opportunities for continual improvement.

It should be noted that legal risk within this document is broadly defined and is not limited to, 
for example, risk related to compliance or contractual matters. It includes these, but legal risk is 
deliberately defined to also include risks from or to third parties where there is not necessarily a 
contractual relationship with such third parties but where there is a possibility of litigation or other 
action depending on the third parties’ contractual obligations with their stakeholders.

This document:

— provides guidance for the management of legal risk so it aligns with compliance activities and 
provides the assurance needed to meet the obligations and objectives of the organization;

— can be used by organizations of all types and sizes to deliver a more structured and consistent 
approach to the management of legal risk for the benefit of the organization and its stakeholders 
across all processes;

— offers an integrated management approach to the identification, anticipation and management of 
legal risk;

— supports and complements existing approaches, enhancing them by providing better information 
and insight on potential issues that the organization could face;
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— supports any process of compliance that organizations could have in place, such as a compliance or 
other management system;

— supports the compliance function by more broadly identifying the organization’s legal and contract 
rights and obligations.

It is intended that organizations using this document will benefit from improved commercial and 
operational results, such as an enhanced reputation, better staff retention, improved stakeholder 
relationships and greater synergies between resources and capabilities.

While this document is intended for use as part of the ISO 31000 framework, it should be noted that the 
ISO 31000 framework may be used either on a standalone basis or with other management systems.

This document is not intended to:

— be a substitute for risk owners seeking expert legal advice (external or internal);

— apply to the process of law making or lobbying for new laws or changes to existing laws.

All references to the word “include” and “including” in this document should be interpreted as meaning 
the wording “including, without limitation”.
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Risk management — Guidelines for the management of 
legal risk

1 Scope

This document gives guidelines for managing the specific challenges of legal risk faced by organizations, 
as a complementary document to ISO 31000. The application of these guidelines can be customized to 
any organization and its context.

This document provides a common approach to the management of legal risk and is not industry or 
sector specific.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO 31000, Risk management — Guidelines

3	 Terms	and	definitions

For the purposes of this document, the terms and definitions given in ISO 31000 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https:// www .iso .org/ obp

— IEC Electropedia: available at http:// www .electropedia .org/ 

3.1
risk
effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected. It can be positive, negative or both, and can address, 
create or result in opportunities and threats.

Note 2 to entry: Objectives can have different aspects and categories, and can be applied at different levels.

[SOURCE: ISO 31000:2018, 3.1, modified — Note 3 to entry has been deleted.]

3.2
legal risk
risk (3.1) related to legal, regulatory and contractual matters, and from non-contractual rights and 
obligations

Note 1 to entry: Legal matters can have their origin in political decisions, national or international law (3.3), 
including statute law, case law or common law, administrative acts, regulatory orders, codified law, judgments 
and awards, procedural rules, memoranda of understanding or contracts.

Note 2 to entry: Contractual matters relate to situations where an organization (3.4) fails to meet its contractual 
obligations or to enforce its contractual rights, or enters into contracts with terms and conditions that are 
onerous, inadequate, unfair and/or unenforceable.

© ISO 2020 – All rights reserved 1
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Note 3 to entry: Risk from non-contractual rights is the risk that an organization fails to assert its non-contractual 
rights. For example, the failure of an organization to enforce its intellectual property rights, such as its rights 
related to copyright, trademarks, patents, trade secrets and confidential information against a third party.

Note 4 to entry: Risk from non-contractual obligations is the risk that an organization’s behaviour and decision-
making can result in illegal behaviour or a failure in non-legislative duty-of-care (or civil duty) to third parties. 
For example, an organization’s infringement of third-party intellectual property rights, failure to meet the 
requisite standards of care due to customers (such as mis-selling), or inappropriate use or management of social 
media resulting in a third-party claim of defamation or libel and tortious duty generally.

3.3
law
system of rules, principles and practices, which a region, country or community recognizes as regulating 
the actions of organizations (3.4)

Note 1 to entry: Laws may include any:

— statute, regulation, codified law, by-law, ordinance or subordinate legislation;

— common or case law;

— binding court order, judgment or decree;

— applicable industry code or policy enforceable by law.

3.4
organization
person or group of people that has its own functions with responsibilities, authorities and relationships 
to achieve its objectives

Note 1 to entry: The concept of organization includes sole-trader, company, corporation, firm, enterprise, 
authority, partnership, charity or institution, or part or combination thereof, whether incorporated or not, public 
or private.

[SOURCE: ISO 19600:2014, 3.2.1, modified — Note 1 to entry has been modified.]

4 Principles

The effective management of legal risk requires the values and principles introduced in ISO 31000, as 
shown in Figure 1.

Figure 1 — Principles
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These eight elements are described below in a) to h) in the context of the management of legal risk. In 
addition, for the management of legal risk, the principle of “equity”, see i), should also be considered.

a) Integrated: The management of legal risk is integral to the overall governance and management of 
the organization. The activities of the legal risk management process should be embedded into the 
strategic planning, business decision-making and management processes of the organization. For 
the integration of the management of legal risk into organizational processes and activities, proper 
roles and responsibilities should be established within the organization. The management of legal 
risk should be integrated with other management systems, such as compliance, safety, quality and 
with internal controls. While assessing legal risks and considering treatment options, legal subject 
matter experts should be consulted together with other experts or specialists.

b) Structured and comprehensive: While following the generic risk management process, it is 
important to assess the organization’s legal risks within an appropriate context so that a 
comprehensive and consistent approach to the management of legal risk can be adopted.

c) Customized: The management of legal risk in an organization should be customized to reflect 
the differences of its external context, including the legal and regulatory environment and sector 
characteristics, as well as its internal context, including the nature of the legal entity, organizational 
objectives and values.

The organization should have a detailed understanding of the applicability, impact and 
consequences of failure to comply with relevant laws, and processes to ensure that applicable new 
or updated laws are adequately identified, assessed for impact and interpreted.

The organization should minimize the complexity and cost of legal proceedings. It should attempt 
to minimize and manage the negative consequences of legal risk. The organization can actively 
seek opportunities to avoid disputes or litigation by taking action to treat legal risks before an 
adverse event occurs, or is likely to occur, or attempt to reach settlement in a way that balances 
costs, commercial objectives, reputation and time invested by the organization.

d) Inclusive: By involving all stakeholders in the management of legal risk, an organization can mitigate 
adverse events, including regulatory enforcement. The organization should take care to ensure 
legal privilege (or its equivalent form of protection in the relevant jurisdiction) is maintained as far 
as practicable and confidentiality is maintained, but in both instances such protections need to be 
assessed against the benefits of inclusiveness.

e) Dynamic: An organization should monitor and adapt to changes in laws, public policy and the 
context within which it operates, and establish appropriate early warning indicators.

f) Best available information: For the effective management of legal risk, in addition to the experience 
of in-house legal counsel, if it exists, business intelligence, business analytics, legal databases and 
systems (including case management), electronic file management tools and services should be used. 
If necessary, know-how provided by external law firms, service providers or advisors can be used.

g) Human and cultural factors: Given that stakeholders can have different knowledge, expectations 
and views regarding legal risk and, given that such views could be emotionally, socially, culturally 
and politically constructed and perceived, the organization should develop formal and informal 
mechanisms to help ensure that human and cultural factors do not adversely result in legal risks. 
The organization should also seek to encourage the realization, benefits and opportunities of the 
management of such risks. Every member in the organization should be aware of how each action 
or non-action affects legal risk.

h) Continual improvement: An organization should take into consideration, and act on lessons learned, 
post transaction reviews, best practices, professional advice from internal and external counsel, 
and  internal audit, and consider applicable changes in law.

i) Equity: For decision-makers, establishing the principles of equity guides the management of legal 
risk and includes managing conflicts of interest and provides an unbiased, independent voice in 
decisions and support due diligence and fairness for the best interests of an organization.
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NOTE There is no one common agreed definition of equity, rather, “equity” incorporates different ideas 
and concepts, including justice, fairness and equality.

5 Legal risk management process

5.1 General

The management of legal risk is iterative and should be integrated in all activities and operations of the 
organization. The risk management process as applied to the management of legal risk is described in 
5.2 to 5.5 and is illustrated in Figure 2. This diagram complements ISO 31000:2018, Figure 4.

 

Figure 2 — Process for the management of legal risk

Monitoring and reviewing, reporting, communication and consultation should be ongoing throughout the 
entire process of the management of legal risk across the organization. Further details are given in 5.5.
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5.2 Establishing the relevant context and criteria

5.2.1 General

In addition to ISO 31000:2018, 6.3, the organization should consider the external and internal context 
given in 5.2.2 and 5.2.3, respectively.

5.2.2 External context of legal risk

The external context of legal risk refers to factors that are outside the organization but related to the 
management of legal risk. It includes:

— relevant local and international laws and changes in relevant local and international laws;

— trade unions and employer organizations;

— external service providers and advisors supporting the management of legal risk, such as law firms, 
external auditors, and service providers of information management and analytics;

— external stakeholders, such as businesses, civil society organizations, regulatory bodies, local 
governments, the public, communities of interest, press and media, and special interest groups, and 
their expectations regarding the management of legal risk;

— any acts or omissions of third parties, such as fraudulent and deceitful conduct by such third parties;

— applicable international agreements and memoranda of understanding;

— applicable market conditions related to the organization;

— third-party actions or claims;

— laws of the countries where the products/services provided are delivered or supplied.

When examining and understanding the external context of legal risk for organizations operating in 
multiple jurisdictions, the environmental and cultural differences among different jurisdictions should 
be considered. The extraterritorial application of national laws, which jurisdiction’s law applies in a 
certain situation (i.e. conflict of laws and the mutual recognition of laws) and the identification of the 
applicable jurisdiction may also require consideration.

5.2.3 Internal context of legal risk

The internal context of legal risk is substantially in the control of, or subject to the authority of, an 
organization through its governing and management systems. It includes:

— the nature of the legal entity;

— the financial health of the organization and its business model;

— the internal legal structure of the organization and its governing processes and functions;

— the governance of the organization and its value structures for promoting integrity, such as a code 
of conduct and other compliance guidelines;

— the current state of the organization’s legal matters and its approach to the management of legal risk;

— awareness campaigns on the orientation and continual improvement of performance in matters 
of legal risk for stakeholders, and systems and arrangements to improve stakeholder behaviour 
concerning laws and to deter fraudulent and deceitful conduct, such as compliance management 
systems;

— past experiences and the history of legal disputes or events triggered by legal risk in the organization;
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— assets that the organization owns, such as intellectual property and other legal rights for tangible 
and intangible assets used for processes and activities;

— the effect of rights and obligations under contracts;

— the obligations arising from a duty of care;

— the cross-triggering effects of indemnities, warranties and non-reliance clauses in contracts;

— liabilities arising from labour, environmental, tax and other issues from mergers, acquisitions and 
disposals;

— the internal policy regarding the management of legal risk;

— other information and resources related to legal risk and its management.

5.2.4	 Defining	the	legal	risk	criteria

In addition to ISO 31000:2018, 6.3.4, the organization should consider the following.

Legal risk criteria:

— as a term, is a subset of organizational risk criteria;

— are measures that are identified and defined to evaluate a significant and acceptable level of a legal 
risk or a group of legal risks;

— should reflect the objectives, values, resources, preferences and tolerance of overall risk management 
in relation to legal risk;

— should be reviewed on a regular basis and at the beginning of any major project to update the criteria 
and process for managing legal risk;

— can arise from, or be derived from, the application of laws or contractual obligations or liabilities;

— are dynamic and, once defined, belong to the function responsible for the management of legal risk;

— should be aligned with the organization’s overall approach to the management of legal risk and/
or policy. An organization should develop and adjust its legal risk criteria according to real-life 
situations.

When determining the criteria for legal risk, factors to consider include:

— the organizational objectives and priorities;

— governance, including the hierarchical level of authorities and the allocation of accountabilities, 
roles and responsibilities for the management of legal risk in the organization;

— relationships with third parties;

— the scope and objectives of the management of legal risk and the categories of legal risks;

— the principles adopted to determine the level of legal risks;

— the status of policies, protocols, frameworks, processes and methodologies for the management of 
legal risk;

— stakeholders’ acceptance of legal risks or tolerance of the risk level;

— the measurements for the classification of risk levels.

The following situations can require the application of legal risk criteria:

— something that the organization is required by law to undertake, follow or approve;
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— something related to a policy or contract that the organization is required by law to adopt or a 
decision only the organization can legally make;

— something relating to a substantial issue of institutional liability or compliance, including 
investigations by governments, allegations of widespread violations of the law, criminal conduct 
that could implicate the organization, a major non-compliance, a loss of data that causes data 
protection and privacy concerns, whistle-blower complaints, matters resulting in reputational loss 
and any other lawsuits;

— laws relating to disclosure of information, incidents, violations and any other situation;

— lawsuits and settlements “not in the normal course of business” where either the amount involved 
or the issue presented involves one or more of the other factors listed above.

The definition of the criteria for legal risk is process-driven in requiring that legal risks be characterized 
and then measured so that they can be quantified and the appropriate risk treatment applied.

A proportionate response will require agreeing the criteria for legal risk, both at management level and 
throughout the entire organization. Unduly narrow legal risk criteria can have the unintended result of 
isolating the owners of legal risk from the larger operating risk context. This can create a silo effect that 
isolates the management of legal risk from other elements of risk management.

Overly restrictive criteria for legal risk that do not fully integrate with the overall risk criteria adopted 
by the organization can have the unintended consequence of offering an unduly narrow approach to 
legal risk problems. This could mean that those charged with the legal function become involved only 
when a crisis escalates, as opposed to at an early stage when earlier engagement would mitigate the 
legal risk and they are in a better position to offer a treatment for the legal risk.

5.3 Assessment of legal risk

5.3.1 General

The assessment of legal risk is the overall process of the identification of legal risk, analysis of legal risk 
and evaluation of legal risk.

It is essential to involve a cross-section of relevant individuals from the organization and experts, 
including legal counsel (internal and external), with a balance of experience and expertise.

5.3.2	 Identification	of	legal	risk

5.3.2.1 Overview

The purpose of identifying legal risk is to find, recognize and describe the legal risks that can help 
or prevent an organization to achieve or from achieving its objectives. To have a comprehensive 
understanding of legal risk, the organization should identify the sources of legal risk, areas of 
consequences, events (including changes in circumstances), their causes and their potential 
consequences.

Through legal risk identification, the characteristics of the various legal risks of the organization 
should be comprehensively, systematically and accurately described so that the objectives and scope 
of the legal risk analysis in the next step can be clarified. The relevant and latest information, such as 
applicable background information and facts (e.g. changes in applicable laws or market practice), needs 
to be understood when identifying legal risks. In addition to identifying the possible events triggered 
by legal risk, the possible causes, consequences and impact should be considered carefully.

Other than identifying actual or potential events triggered by legal risk, relevant legal risks 
should be identified, irrespective of whether the sources of such events are under the control of the 
organization, or whether their causes are known or not. The organization should select appropriate 
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legal risk identification tools and techniques applicable to its objectives, resources, capabilities and the 
environment.

Several techniques for risk identification, which may be applied to the management of legal risk, can be 
found in IEC 31010:2019, Clause 4.

5.3.2.2	 Sources	of	information	useful	to	the	identification	of	legal	risk

The organization should systematically identify its legal risks and the implications for its activities, 
products, services and reputation. The organization should take these identified legal risks and 
implications into account when establishing, developing, implementing, evaluating, maintaining, 
revising and improving the management of legal risk.

The organization should document its legal risks in a manner that is appropriate to its size, complexity, 
structure and operations.

An organization may identify legal risks related to:

— its organizational objectives and priorities;

— its governance and ethics structures, activities and operations, such as sales, services delivery, 
production, marketing, procurement, foreign investment, human resources management, financial 
management, organizational structure, reputation management, information and data management, 
and information communications technology;

— cyber-attack, social engineering and other cyber threats;

— its interested parties, such as shareholders, regulatory bodies, directors, employees, unions, 
business associates (including clients, customers, suppliers, vendors and investors), creditors, 
debtors, communities and government;

— the misapplication or misinterpretation of the legal context, non-compliance with laws, breach of 
contract, infringement of intellectual property rights, misconduct/intentional wrong-doing and 
failure to exercise rights;

— responsibilities and accountabilities for the management of legal risk after their occurrence, which 
can include criminal liabilities, administrative responsibilities, civil liabilities, regulatory fines and/
or compensation paid to third parties, etc.;

— the application of specific laws, and also conflict of laws or private international law;

— case law and common law (where applicable).

The organization should develop a process for the identification of legal risk. It may consider the factors 
mentioned above. “Legal” in this context does not just refer to the laws of the jurisdiction in which 
the parties are domiciled, incorporated, managed or operated. Risks can arise from international 
legal obligations, including international and private international law obligations, penalties or other 
outcomes.

Some of the sources of information that can be useful to the identification of legal risk are given in the 
following examples.

EXAMPLE 1 Information that can be useful includes an understanding of the relevant:

— laws;

— external context of legal risk;

— internal context of legal risk;

— communication and consultations with internal stakeholders, e.g. internal personnel and external 
stakeholders;
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— existing legal risk criteria;

— legal risk plans;

— record-keeping requirements with respect to legal professional privilege, attorney–client privilege and work 
product (or their equivalent concepts and terms under the relevant national law);

— data destruction and retention policies in accordance with data protection laws and regulation.

EXAMPLE 2 Compliance obligations that can be relevant to the identification of legal risk include:

— agreements with community groups or non-governmental organizations;

— agreements with public authorities and customers;

— organizational requirements and business ethics, such as policies, processes and procedures;

— voluntary principles or codes of practice;

— voluntary labelling or environmental commitments;

— any obligations arising under a contract;

— relevant organizational, industry and international standards.

To ensure the legal risks are identified comprehensively, systematically and accurately, the 
organization should establish a legal risk identification methodology to meet its management needs. 
This methodology is part of the process for the management of legal risk and should provide different 
approaches to identifying legal risks, as well as enabling all organizational levels to identify and report 
legal risks from a variety of perspectives.

An organization can then decide how to apply this methodology in the legal risk identification process.

The organization should have processes in place to identify new and changed laws and other legal-
risk-related obligations to ensure the ongoing management of legal risk. The organization should have 
processes to evaluate the consequence of the identified changes and implement any necessary changes 
in the management of legal risk.

EXAMPLE 3 Approaches to obtain information on changes to laws and changes to compliance obligations can 
include:

— subscribing to the mailing lists of relevant regulators;

— membership of professional groups;

— subscribing to relevant information services;

— attending industry forums and seminars;

— monitoring the websites of regulators;

— monitor internal and external litigation trends and decisions;

— meeting with regulators;

— seeking advice from legal advisors;

— using law firm publications and their know-how/professional support lawyer teams;

— using independent and objective analysis, insights and advice from internal audits;

— developing and maintaining an internal legal risk knowledge database;

— monitoring the sources of compliance obligations (e.g. regulatory requirements and court decisions).

The organization should build a process for legal risk identification. It may choose one or more of the 
approaches mentioned above.
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An example of a legal risk identification method is given in Annex A. An example of a legal risk register 
is given in Annex B.

Annex E presents and comments on key clauses to consider when reviewing contracts.

5.3.3 Analysis of legal risk

5.3.3.1 General

The analysis of legal risk includes qualitative or quantitative analysis of the identified legal risks. The 
outcome of this analysis becomes the input for the evaluation and treatment of the legal risks. The 
causes of the events triggered by the legal risks and the synergies arising between them, their likelihood 
of occurrence and their consequences should be taken into consideration when analysing legal risk.

For the analysis of the likelihood and consequences of events triggered by legal risk, historical data 
simulation, business analytics, artificial intelligence and modelling, as well as expert opinions, can 
all be used, individually or in combination, see IEC 31010 for additional information on techniques. 
Divergences between experts’ legal advice in relation to the legal risk should also be taken into 
consideration.

Legal risks and other risks can arise jointly and transform into each other under certain conditions. 
The organization should analyse the correlation between legal risks and other risks to understand 
the consequences and relationships between the risk events. The interdependency/correlation among 
legal risks and other risks needs to be understood in order to formulate an integrated strategy for the 
management of legal risk and other risks.

5.3.3.2 Likelihood of events related to legal risk

The likelihood of events related to legal risk can involve the following factors:

— the range of laws, along with enforcement practices and conventions by the relevant regulatory 
authorities;

— the improvement of, and compliance with, the existing framework for the management of legal risk, 
including strategies, governance, internal rules and policies;

— employees’ and contractors’ demonstrated compliance with laws, and the rules and policies of the 
organization;

— the frequency and number of activities related to legal risk occurring within a certain period;

— failure to record, analyse and learn from previous events;

— benchmarking the frequency and number of activities related to legal risk occurring within a certain 
period against other organizations.

Annex C provides further guidance on estimating the likelihood of events related to legal risk.

5.3.3.3 Consequences of events related to legal risk

The consequences of events related to legal risk can involve the following factors:

— the different types of benefits and losses (financial and non-financial) that can be caused by the 
events triggered by legal risk;

— adverse media (including social media, as well as traditional media) coverage;

— the amount and scope of benefits and losses (financial and non-financial), and stakeholders’ 
reactions to such consequences.

Annex D provides further guidance on estimating the consequences of events related to legal risk.
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5.3.4 Evaluation of legal risk

Legal risk can be evaluated by comparing the results of various risk analyses with its risk criteria and 
then prioritizing those legal risks. This evaluation should help decision-makers to consider various 
legal risk treatment options. When possible and appropriate, the organization’s decision should take 
into consideration the following:

— the wider environment of the organization, including the perception of internal and external 
stakeholders;

— organizational objectives, priorities and the risk management policy;

— organizational and stakeholder values, morals and ethics;

— the attitude to risk and tolerance levels, which have helped to form the strategy;

— the organization’s risk profile (including the maturity of the organization in relation to the 
management of legal risk and its negotiating leverage with a third party).

5.4 Treatment of legal risk

5.4.1 General

The treatment of legal risk refers to the corresponding strategies implemented by an organization to 
deal with its legal risks.

A risk treatment plan should consider a range of treatment options, which may include legal remedies 
as well as financial, operational and reputational remedies for each prioritized risk.

Further information is given in ISO 31000:2018, 6.5.

5.4.2 Choosing options for the treatment of legal risk

Risk treatment options are given in ISO 31000:2018, 6.5.2.

A risk evaluation is a prerequisite for developing a risk treatment plan and enables the organization to 
make informed decisions concerning legal risk treatment options. Once an organization evaluates its 
legal risks, it becomes critical to demonstrate an appropriate management of such risks otherwise the 
organization could be exposed to unwanted litigation and losses.

Key risk indicators (KRIs) are data points that give some guidance on whether a particular option for 
the treatment of risk is proving effective for the management of legal risk. To choose effective KRIs, 
an organization can identify potential data points generated by its operational processes. KRIs can be 
reported as single indicators (e.g. “contract value”), but they usually provide better information when 
they are combined with related data points. Some examples of KRI combinations are as follows.

— Contract liability versus contract value: a running total of liability versus value, when broken down 
by contract type, third party, etc., should give a good indication of how much risk an organization is 
taking on to win particular areas of business.

— Volume of written contracts executed versus volume of deals entered into system: this KRI should tell 
an organization whether it is entering into deals without having a binding written contract in place.

— Product sales by salesperson versus compliance training registers: this KRI should provide an 
organization with an indication of the possible exposure to conduct-related risks around the duty 
of care to customers. If an organization’s sales teams have not completed their compliance training, 
or regularly complete it late, they may not be aware of the latest issues in legislative regulatory 
compliance and are therefore exposing their organization to increased levels of legal risk.
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The following factors should be considered when choosing an appropriate option for the treatment of 
legal risk:

— the organizational risk management policy, strategic objectives, core values and legal responsibility 
of the organization;

— a cost benefit analysis of responding to legal risk;

— the stakeholders’ perception and their values, attitude to risk and tolerance levels, as well as their 
preferences on certain legal risk treatment strategies;

— the availability and allocation of resources needed to manage the risk;

— a legal review (including scope and depth) of laws, contractual commitments and limiting risk 
contractually;

— legal opinions;

— the extent to which the legal risk can under law be transferred, delegated or insured against;

— the level of risk awareness and maturity level within the organization.

5.4.3 Evaluation of the current practices for the treatment of legal risk

When the organization chooses an option for the treatment of legal risk, the current practices of the 
organization for the treatment of legal risk should be evaluated to understand the appropriateness of 
the option, and also to provide support for developing the treatment plan for legal risk (as referred to 
in 5.4.4).

It is important to consider the following factors when evaluating the current practices for the treatment 
of legal risk:

— the allocation of relevant resources (including personnel, assets and funds and, in particular, the 
internal and external legal counsel and experts);

— the views and opinions of the internal and external legal counsel and experts.

5.4.4 Development and implementation of the risk treatment plan

After selecting and implementing the appropriate treatment for a legal risk, the organization should 
assess whether it can accept residual risks (which may not necessarily be legal risks but could be 
other risks). If the residual risks are unacceptable, the organization should adjust or develop a new 
risk treatment option, and reassess the risk after considering this adjustment and its effects until the 
residual risk is within an acceptable level.

In implementing a treatment plan for legal risk, an organization should consider ISO 31000:2018, 6.5.3, 
and the following.

— Policy and processes: developing or improving its policy and processes related to legal risk 
treatment. For example, having specific requirements for internal stakeholders to notify its internal 
or external lawyers when a legal dispute arises or is likely to arise.

— Standard operating practices (SOPs): developing SOPs for internal stakeholders to use. For example, 
having an SOP for when internal stakeholders need to disclose business information to a third party, 
which could be facilitated through approved non-disclosure or confidentiality agreements to avoid 
the inadvertent disclosure of confidential information.

— Techniques and technology: using techniques to treat some legal risks. For example, having contract 
review templates to ensure that the key legal risks of a contract are identified and addressed prior 
to contract signature, or developing or improving information security to avoid legal risks by the 
unauthorized access to information systems of the organization.
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— Information: providing availability and access to information for the management of legal risk. 
For example, a notification to the contract owner that a contract will be automatically renewed 
unless notice is given to the counterparty within a specified time frame, or releasing risk warning 
information about certain events triggered by legal risk.

— Activities: undertaking activities to treat legal risks. For example, contract reviews and redrafting 
by legal experts, or selecting a suitable dispute resolution method (litigation, arbitration or 
mediation), dispute resolution expert and appropriate dispute resolution strategy.

— Training to illustrate examples: providing training on the management of legal risk to key internal 
stakeholders to improve their skills and awareness of legal risk. For example, training courses 
outlining relevant laws, the impact of such laws on the individuals’ role at work, and the consequences 
to those individuals of non-compliance.

The management of legal risk is a dynamic and iterative process and the techniques used need to be 
evaluated and adjusted, based on changes in the internal and external legal risk environment, to ensure 
their effectiveness.

The organization should track and monitor the effect of the treatment of legal risk and the external 
context, assess the changing risks and re-formulate the treatment of legal risk when necessary.

5.5 Communication (internal and external), consultation and reporting mechanisms 
for the management of legal risk

5.5.1 General

The organization should establish:

— internal communication and reporting mechanisms as outlined in ISO 31000:2018, 6.2, to ensure 
there is appropriate communication about key components of its system for managing legal risk at 
the appropriate time and level;

— a connection between the mechanism and way of communication and other risk information 
sources, in order to ensure the appropriate communication flows within the organization and to 
external stakeholders.

External communication and reporting should ensure that confidentiality, professional legal privilege 
and attorney–client privilege (or its equivalent form of protection in the relevant jurisdiction) are 
maintained.

5.5.2 Communication, consultation and learning

The organization should communicate and consult in a timely manner with relevant stakeholders at 
each stage of the process of the management of legal risk, to ensure that these stakeholders (including 
those internal personnel who implement the management of legal risk) fully understand the legal 
risks and their effect on the organization. The relevant stakeholders should also know their roles in 
the decision-making process for the management of legal risk and should be able to make appropriate 
decisions based on relevant information. They also should implement these activities effectively and 
efficiently.

Since the organization’s personnel at all levels, as well as external stakeholders, have different values, 
perspectives and focus, their preferences and expectations regarding the management of legal risk are 
likely to be different too. This can have an important effect on decision-making and the implementation 
of the management of legal risk. Therefore, communication and consultation with the relevant 
stakeholders during the decision-making process and implementation of risk treatments should include 
having a robust monitoring and review process and keeping records of risk management practices 
(see 5.5.3 for further details). In order to facilitate effective communication and consultation, the 
organization should aim to provide the necessary information to everybody with the responsibility, 
accountability and authority for the management of legal risk and oversight. The management function 
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should also be able to communicate with relevant stakeholders, including regulatory authorities, 
legislative and judicial functions, and other external stakeholders.

In order to build a risk management culture throughout the organization, learning should:

— occur at all stages in the management of legal risk;

— be promoted to raise awareness and understanding of the exposure to legal risk;

— be used to provide clarity on governance and leadership, the mandate, goals and objectives, 
stakeholder involvement, roles and responsibilities, and conformity to policies, processes and 
procedures.

5.5.3 Monitoring and review

The monitoring and review of the management of legal risk includes the following:

— staying abreast of changes in the environment, such as the introduction of new laws and the 
enforcement of such laws, in order to adjust the organization’s strategy accordingly;

— monitoring events triggered by legal risk, analysing their frequency and patterns, and drawing 
conclusions from them (including potential correlation with and amplification of other risks);

— considering an early warning system with key stakeholders to identify warning signals for 
significant legal risks that could arise;

— monitoring and reviewing:

— outcomes following risk treatment;

— changes in the environment;

— the building of integrated risk treatment plans;

— the designation of the responsible and accountable parties;

— comparing progress with the risk treatment plan, reviewing and updating the risk treatment plan 
periodically and in a timely manner to seek assurance on its adequacy, suitability and effectiveness 
in relation to the management of legal risk.

5.5.4 Recording and reporting

An organization should consider the following issues in relation to record-keeping and reporting:

— legal professional privilege, attorney–client privilege and work product (or their equivalent concepts 
and terms under the relevant national law);

— destruction, retention and privacy policies, in accordance with data protection laws;

— the availability and accessibility of documentation for stakeholders to improve decision-making 
and for internal or external audit purposes;

— whether the relevant documentation needs to be maintained securely, with a chain of evidence 
process documenting that no alterations have been made to the documents, information or evidence;

— confidentiality and security measures in relation to documentation of a confidential nature, such as 
setting up limited and authorized access to such documentation.

An organization should report on the progress of changes in implementing the management of legal 
risk and adherence to the measures.
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6 Implementation of the management of legal risk

6.1 General

The management of legal risk should be embedded within the activities and operations of the 
organization to ensure that its outcome is part of the organization’s decision-making process. The 
implementation of the management of legal risk should be integrated with the organization’s strategy, 
and the risk management framework, objectives and management systems within the organization. 
This includes a policy for the management of legal risk and organizational functions, procedures 
for the integration of the legal process into various processes, the allocation of resources and the 
communication mechanism, among other management tools.

6.2 Policy for the management of legal risk

In addition to ISO 31000:2018, 5.2 and 5.4.2, the policy should consider any specific matters relevant to 
the management of legal risk.

6.3 Roles and functions for the management of legal risk

The organization should assign the authority, responsibility and accountability for the management of 
legal risk. ISO 31000:2018, 5.4.3, and the following should be considered:

— those assigned with the authority and responsibility for the management of legal risk should have 
the expertise and capabilities appropriate to carry out the tasks;

— allocating the necessary resources to support those with the authority and responsibility for the 
management of legal risk; for example, an organization could have a contract management team, an 
internal legal counsel, or an external counsel available for consultation by the risk owners;

— the interplay and interdependencies with the organization’s overall risk management function to 
ensure that objectives and interests are aligned;

— allocating tasks between internal and external resources for the management of legal risk;

— identifying and defining common terms relating to the management of legal risk in collaboration 
with key stakeholders;

— facilitating and providing advisory services, training and consultation to the risk owners to identify, 
analyse, evaluate and respond to legal risk;

— recommending risk identification, analysis and evaluation techniques and determining the legal 
risk criteria and the organization’s approach to risk;

— communicating the management of legal risk according to the organization’s policy and plan;

— reporting on the management of legal risk performance to top management for review and further 
improvement;

— coordinating business units to select possible legal or non-legal strategies to respond to the 
identified legal risks;

— assessing the status of organizational resources currently being used to assess and treat legal risks;

— formulating an implementation plan for the management of legal risk for the organization, and 
integrating that plan with the implementation plans for the risk management framework, risk 
treatment and the strategic and operational plans of business units;

— establishing communication channels between internal and external legal resources and law 
enforcement bodies;
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— monitoring the compliance of persons who have been assigned the authority, responsibility and 
accountability for the management of legal risk;

— identifying industry best practices that set a threshold higher than the minimum standards 
required by law.

The following activities should be carried out jointly by the business units and those who have been 
assigned the authority, responsibility and accountability for the management of legal risk:

— periodically review the progress of implementation plans for the management of legal risk and the 
effectiveness of legal risk treatments;

— develop integrated response management plans to ensure that the significant events triggered by 
legal risk will be managed properly;

— clarify the responsibilities and accountabilities of members who are responsible and accountable 
for the enforcement of legal risk treatment measures, maintenance of the legal risk framework and 
reporting of relevant risk information in accordance with ISO 31000:2018, 5.4.3;

— record and report legal risks in accordance with ISO 31000:2018, 6.7;

— make clear the duties of management and other members of the organization in relation to the 
management of legal risk in accordance with ISO 31000:2018, 5.4.3.

6.4 Integrating the management of legal risk

The organization should establish a robust supporting framework in line with the objectives of 
the management of legal risk. The organization should establish, document and communicate the 
organizational processes to all personnel to ensure they are aware of the legal risks.

To ensure consistency, the overall risk management and the management systems of the organization 
should be considered in relation to the management of legal risk, so as to integrate the management of 
legal risk into all organizational activities.

6.5 Resource allocation for the management of legal risk

The organization should allocate appropriate resources for the management of legal risk in accordance 
with their risk management plan and ISO 31000:2018, 5.4.4.

6.6 Awareness of legal risk

The organization should promote an awareness of legal risk, taking into account the following 
considerations:

— the attitude, management philosophy and commitment from top management to the management of 
legal risk;

— a systematic training programme for the management of legal risk, including workshops, classes 
and training provided by subject matter experts;

— communication lines for the observations of members of the organization as well as from 
multidisciplinary work teams to improve the management of legal risk.
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Annex A 
(informative) 

 
An	example	of	a	legal	risk	identification	method	—	Legal	risk	

identification	matrix	(LRIM)

The management of legal risk calls for a structured approach to assessing legal risks in the context of an 
organization. Through the adaption of appropriate risk management techniques, an organization can 
proactively identify legal risks and can then reduce or eliminate risks or reconfigure their processes to 
minimize their exposure to them.

The legal risk identification matrix (LRIM) is one approach to organizing legal risks identified and collected 
as events of different types by business areas/units/activities. By considering the various business areas/
units/activities concerned, the LRIM connects legal risks of various types with the operations of the 
organization. In a LRIM, all identified legal risk events are categorized into different types.

These legal risks of different types can occur in different business areas and have different causes 
and characteristics. The LRIM helps to comprehend systematically all the organization’s legal risks. 
Table A.1 provides an example of a LRIM that categorizes the legal risks into six different types and 
includes a brief explanation of the different categories.

For the categorization of legal risks to be useful, it is important to recognize that each category may not 
be mutually exclusive and that a single business activity can generate legal risks that fall into one or 
more categories. In addition, while the LRIM refers to the legal risks for organization, this can include 
the actions of agents, employees, contractors, etc. that work for or with the organization.

Within each category of legal risk there can be “red flags” that should be identified. These red flags 
should be escalated within the organization’s governance structure so that they are addressed 
appropriately. Such red flags can include:

— jurisdictions where there is a lack of a fully functioning rule of law or political instability;

— conditions requiring the supplier to provide a contractual indemnity because of the extreme duty of 
care required;

— dangerous products or dangerous performance conditions.
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Table A.1 — An example of a LRIM

Parameter Category 1 Category 2 Category 3 Category 4 Category 5 Category 6
Legal risk 
typologies

Unpredictability Non- 
compliance  
with  
applicable  
laws

Breach of 
contract

Infringement 
of rights

Omission in 
exercising 
rights

Improper 
choice

Business 
activity 1

     

Business 
activity 2

      

Business  
activity 3,  
etc.

     

Key
Category 1: Unpredictability in the legal risk context can arise when an organization faces a significant change 
in law in an environment, market or territory in which the organization has operations, or if the organization 
decides to enter into a new environment, market or territory where laws are unfamiliar to the organization or 
where there could be an absence of local law in some respects.
Category 2: Non-compliance occurs when an organization violates an applicable law. For example, an  
organization fails to make an appropriate disclosure in its financial reporting obligations to regulators.
Category 3: Breach of contract occurs when the organization or the contracting counterparty breaches a  
contractual obligation through non-performance or improper performance, which gives rise to legal  
consequences, e.g. a damages claim or a right for the non-defaulting party to terminate the contract for  
breach. For example, the organization fails to deliver goods on time as per its contractual obligations.
Category 4: An infringement occurs when the organization encroaches on, breaches or violates the legitimate 
rights or expectations of a third party. For example, it would be an infringement of the intellectual property 
rights of a third party to use its trademark without permission. An infringement may arise under a contractual 
obligation by a party to a contract or it may arise where there is no contractual obligation.
Category 5: Omission in exercising rights occurs when there has been conduct that falls below the standards of 
behaviour established by law for the protection of others against unreasonable risk of harm. An organization 
can act negligently or be the victim of negligence by others. In addition, an organization can be negligent in the 
exercise of its own rights, obligations and liabilities resulting in damage to the organization. For example, if an 
organization fails to timely notify its insurance company of a loss it suffered, this negligence in the exercise of 
its rights can result in the loss not being covered under the organization’s contract with the insurance company.
Category 6: Improper choice occurs when an organization has several courses of action to take in respect of a 
legal risk issue, all of which can be legal but each one presents different costs, implications and consequences, 
i.e. an alternative or alternatives are given up when a decision is made. For example, a company can choose to 
attempt to resolve a dispute with a trading partner through litigation or arbitration. Either approach –  
litigation or arbitration – could resolve the dispute but each will have different implications in terms of  
preserving the commercial relationship between the parties, reputation in the industry and community,  
time commitment involved, and costs incurred.
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Annex B 
(informative) 

 
An example of a legal risk register

A legal risk register is a compilation of potential legal risk event occurrences with corresponding laws, 
possible outcomes and consequences. It helps the user to identify legal risks with respect to the relevant 
laws. An example is given in Table B.1.

Table B.1 — Example of a legal risk register

Operational 
activities

Legal 
risk  

category

Legal risk 
event  

identified	 
(dates,  

occurrences)

Applicable 
relevant 

laws

Legal  
consequences

Past 
cases

Opinion of 
internal/in-
house legal 

teams

Opinion 
of  

external  
legal 

advisor

Recommend-
ed solution/ 
action plan

         

It is important that an organization compiling a legal risk register does so with guidance and supervision 
from its internal legal department and/or external legal advisors, ensuring that the legal risk register 
remains protected by the applicable legal professional privilege in each respective jurisdiction covered 
by the information it contains. An example is given in Table B.2.

If the legal risk register is not regularly maintained in coordination with appropriate legal professionals, 
a company could find that, in certain jurisdictions, for example, the legal risk register could be subject 
to disclosure in subsequent litigation, resulting in a loss of protection of the work product doctrine (or 
the equivalent protection applicable by local law).

In some common law jurisdictions, it can be possible to benefit from legal professional privilege by 
incorporating, as part of legal risk management, a process where incidents or claims are notified by 
the risk owner (if possible or even practicable) direct to external legal advisors who themselves retain, 
compile and complete a claims register.  Local legal advice should be sought.

Table B.2 — Legal advice received, quantitative/qualitative analysis and decision

Legal risk event  
identified	 

(dates,  
occurrences)

Opinion of  
internal/in-
house legal 

team

Opinion of  
external legal  

advisors

Quantitative  
analysis of the  

legal risk 
problem

Qualitative  
analysis of the  

legal risk 
problem

Recommended 
treatment plan 

given to the 
board of the 

organization or 
to the responsi-

ble team

Decision of the 
board or the  
responsible  

team

       

An organization should aim to review its legal risk register regularly. As part of this review a set 
of structured interview questions (see Table B.3) can be developed to seek input from the heads of 
business and operational teams, and to review both the exposure and the effectiveness of the control 
environment. The questions should align to the last review and should incorporate changes in the 
organization over the last period since review. The interviews are a useful method to reflect on previous 
periods and to explore new ways to partner with the business and operational teams to support them 
manage their legal risk. Certain legal risks will not always be escalated to the board of an organization 
but instead will be considered by the responsible team [i.e. the person(s) in the organization with the 
requisite authority] to make a decision in relation to the recommended treatment plan.
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Table B.3 — Sample questions for structured interviews

Interview question Purpose of question
How do risk controls influence decision-making on  
the management of legal risk?

How robust the senior manager considers the process 
for the management of legal risk. How well it is  
communicated and what information they use to  
monitor it.

How many of your contracts have an auto-renewal 
clause that will become effective?

Whether interviewees have a good view of their  
existing contracts, and actively manage them.

How many contracts does your organization enter  
into in a specified period?

Whether there is a contract management process in 
place.

How many transactions did your organization  
negotiate last year? What deviations to standard  
terms and conditions did it sign up to?

What level of governance is in place for negotiations.

What is the biggest cause of disputes against the  
organization?

Any potential problem areas and whether there is a 
general awareness of litigation issues.
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Annex C 
(informative) 

An example for estimating the likelihood of events related to 
legal risk

Estimating the likelihood of events related to legal risk occurring is a two-step process.

First, it is determined whether a risk event could occur with a certain degree of likelihood. Second, it is 
determined if such a risk event has legal consequences or not and, hence, qualifies as a legal risk.

Once this second determination has been made, the legal risk is rated on a scale ranging from a minor 
legal risk with little or no likely regulatory or monetary consequences involved to a legal risk with 
significant regulatory or monetary consequences.

Table C.1 gives a non-exclusive list of some of the potential factors to consider, along with an 
appropriate rating.

A higher score indicates a higher likelihood of corresponding legal risks.

Different practical methodologies, e.g. using a weighted average formula, can be used to assess the 
likelihood of legal risks through the combination of scores of several factors from Table C.1.

Table C.1 — Assessing the likelihood of a legal risk event

Parameter 1 2 3 4 5
Effectiveness 
of risk and  
governance  
policies and  
procedures as 
set through  
internal  
controls

Policies and  
procedures for 
internal  
controls are  
well designed.

Policies and 
procedures for 
internal controls 
are complete.

Policies and  
procedures for  
internal controls 
are more likely 
than not 
complete.

Policies and 
procedures for 
internal controls 
are incomplete.

Policies and 
procedures for 
internal controls 
are non-existent.

Policies and  
procedures for  
internal  
controls are  
fully implement-
ed and reviewed 
regularly to 
ensure that they 
remain robust 
and appropriate 
to the changing 
needs of the 
organization.

Policies and 
procedures for 
internal controls 
are implemented.

Policies and 
procedures for 
internal controls 
are more likely 
than not  
implemented.

Policies and 
procedures for 
internal controls 
are insufficiently 
implemented.

Policies and 
procedures for 
internal controls 
are not  
implemented.
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Parameter 1 2 3 4 5
Adequacy of 
training for legal 
risk implications

Employees are 
fully aware of the 
legal risk impli-
cations applica-
ble to the work 
they undertake 
for the organiza-
tion and fully in-
corporate these 
principles into 
their day-to-day 
functions, setting 
best practice 
standards for the 
organization.

Employees are 
aware of the legal 
risk implications 
applicable to 
the work they 
undertake for 
the organization 
and incorporate 
these principles 
into their day-to-
day functions.

Employees are 
aware of the legal 
risk implications 
applicable to 
the work they 
undertake for the 
organization and 
are more likely 
than not to in-
corporate these 
principles into 
their day-to-day 
functions.

Employees are 
aware of the legal 
risk implications 
applicable to the 
work they under-
take for the  
organization but 
do not incor-
porate these 
principles into 
their day-to-day 
functions.

Employees are 
not aware of the 
legal risk implica-
tions applicable 
to the work they 
undertake for the 
organization.

Counterparty 
risk

The ability of the 
counterparty 
to comply with 
its contractual 
obligations is 
excellent and 
the probability 
of breach of con-
tract or default 
on their part is 
not likely.

The ability of the 
counterparty 
to comply with 
its contractual 
obligations is 
very good and 
the probability 
of breach of con-
tract or default on 
their part is less 
likely than not.

The ability of the 
counterparty to 
comply with its 
contractual ob-
ligations is good 
and the proba-
bility of breach 
of contract or 
default on their 
part is more  
likely than not.

The ability of the 
counterparty to 
comply with its 
contractual obli-
gations is weak 
and the proba-
bility of breach 
of contract or 
default on their 
part is strong.

The ability of the 
counterparty 
to comply with 
its contractual 
obligations is 
extremely weak 
and the probabil-
ity of breach of 
contract or  
default on their 
part is very 
strong.

Enforceability of 
laws

Very clear rules 
on enforceability.
Very clear expec-
tation that courts 
in the applicable 
jurisdiction will 
enforce the laws 
or judgments 
based on such 
laws.

Clear rules on 
enforceability.
There is sound 
expectation that 
courts in the 
applicable  
jurisdiction  
will enforce the 
laws or judg-
ments based on 
such laws.

Some clear rules 
on enforceability.
Some reasonable 
expectation that 
courts in the  
applicable  
jurisdiction will 
enforce the laws 
or judgments 
based on such 
laws.

No clear rules on 
enforceability.
Some reasonable 
expectation that 
courts in the  
applicable  
jurisdiction will 
enforce the laws 
or judgments 
based on such 
laws.

No clear rules on 
enforceability.
No reasonable 
expectation that 
courts in the  
applicable  
jurisdiction will 
enforce the laws 
or judgments 
based on such 
laws.

Business activity The related 
activities occur 
once a year.

The related  
activities occur  
once every  
quarter.

The related 
activities occur 
once a month.

The related 
activities occur 
once a week.

The related 
activities occur 
once a day.
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Annex D 
(informative) 

 
An example for estimating the consequences of events related to 

legal risk

Events related to legal risk will result in financial, regulatory, reputational, geographical and intra-
organizational consequences for the organization.

Quantitative analysis of legal risk consequences can be performed by subdividing each of the categories 
listed in Table C.1 along a spectrum that ranges from no consequence to severe consequence, depending 
upon the specific effects that the legal risk has upon the organization. Thus, each of the five categories 
listed in Table C.1 can be further divided along a spectrum of five grades from 1 to 5, with 1 indicating 
no legal risk consequence and 5 indicating a severe legal risk consequence. An example is given in 
Table D.1.

The weighting given for each of the five categories will vary depending on the organization involved 
and the complexity of the legal risk issues involved. An organization should develop its own weighting 
system to assess the consequence of a legal risk by evaluating the specific consequence of the five 
categories in line with similar organizations, the country or countries it operates in and the specific 
industry operations which are the subject of its focus. For example, a financial institution operating in a 
highly regulated industry on a global basis could give regulatory and reputational risk a greater weight 
than the other categories listed.

In customizing its management of legal risk, each organization may remove and/or add the categories 
used to evaluate the consequences of legal risk. The list of categories contained should not be an 
exclusive list.
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Table D.1 — Example of an analysis of the consequence of legal risks

Parameter 1 2 3 4 5
Monetary  
consequencea

0 to 100 000 100 001 to 
1 000 000

1 000 001 to 
5 000 000

5 000 001 to 
10 000 000

10 000 001+

Non-monetary 
consequence

Minor loss of 
reputation, 
corporate image 
or intellectual 
property.

Small loss of 
reputation, 
corporate image 
or intellectual 
property.

Loss of  
reputation,  
corporate image 
or intellectual 
property.

Substantial loss 
of reputation, 
corporate image 
or intellectual 
property.

Significant loss 
of reputation, 
corporate image 
or intellectual 
property.

Geographical 
consequence

The conse-
quence is limited 
entirely to one 
country or the 
same region, the 
consequence 
of which on the 
overall organiza-
tion’s operations 
is minimal.

The consequence 
is limited to one 
or more coun-
tries (but not all 
countries where 
the organization 
operates) other 
than the jurisdic-
tion in which the 
organization  
(or the holding  
organization 
owning or 
controlling 
the same) is 
incorporated or 
is “essentially at 
home” and the 
consequence 
on the overall 
organization’s 
operations is 
moderate.

The consequence 
is limited to only 
the jurisdiction 
in which the 
organization  
(or the holding  
organization 
owning or 
controlling 
the same) is 
incorporated or 
is “essentially at 
home” and the 
consequence 
on the overall 
organization’s 
operations is 
significant.

The consequence 
is limited to one 
or more coun-
tries (but not all 
countries where 
the organization 
operates) as well 
as the jurisdic-
tion(s) in which 
the organiza-
tion (or the 
holding organ-
ization owning 
or controlling 
the same) is 
incorporated or 
is “essentially at 
home” and the 
consequence 
on the overall 
organization’s 
operations is 
significant.

The consequence 
is to all coun-
tries in which 
the organization 
operates, and the 
consequence is 
so pervasive as 
to be threaten-
ing to the entire 
organization.

Intra- 
organizational  
consequence

The consequence 
is limited entire-
ly to one discrete 
area of the  
organization or 
one of its subsidi-
aries or oper-
ating divisions 
with a minimal 
overall conse-
quence on the 
organization.

The consequence 
is limited entire-
ly to one or more 
discrete areas 
of the organi-
zation or one of 
its subsidiaries 
or operating 
divisions with a 
moderate overall 
consequence on 
the organization.

The consequence 
is limited to only 
the organization 
or one of its  
subsidiaries or  
operating  
divisions and the 
consequence on 
overall opera-
tions is signifi-
cant.

The consequence 
is limited to the 
organization and 
one or more of 
its subsidiaries 
or operating 
divisions and the 
consequence on 
overall  
operations is  
significant.

The consequence 
is to the entire 
organization and 
its subsidiaries 
and operating 
divisions and the 
consequence is 
so pervasive as 
to be threaten-
ing to the entire 
organization.

a The monetary impact thresholds will vary according to the size, nature of the organization, country in which the 
organization operates, and the currency values and fluctuations when operating in jurisdictions with differing currencies.
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Annex E 
(informative) 

 
Key clauses to consider when reviewing contracts

This annex provides a brief summary of the key clauses to consider when reviewing a contract to 
minimize legal risk. This checklist of issues is not intended to be a substitute for legal advice nor is it 
intended to be a comprehensive list of all contract issues. Most of these issues are ultimately business 
ones, requiring business decisions, but they are “legal risks” in the sense that they are either embedded 
in the contract or should be dealt with in the contract.

The organization should check that all of the issues given in Table E.1 are covered in a contract or are at 
least considered,  even if dismissed. It may be appropriate to accept greater risks for the product, service 
or cost benefits. The organization should consider each of the issues from the relevant perspective, 
depending on whether it is:

a) the vendor of goods or the provider of services;

b) the purchaser of goods or the customer receiving the services.

Table E.1 — Contract key clauses to consider to minimize legal risk

Issue Considerations
Capacity to contract Check whether the counterparty has the legal capacity to enter into a binding legal 

agreement.
Consideration For those jurisdictions that require consideration for a binding legal agreement, 

check that there is valid consideration.
Delivery/shipping terms Does the purchaser require the goods for a specific date (perhaps in order to meet 

its obligations under a contract with a third party)? If so, the delivery clause should 
be drafted to ensure:
— time is of the essence for delivery;

— the purchaser can recover any actual losses suffered as a result.
The vendor should be concerned if: a) the losses stipulated in the clause are  
uncapped; or b) the delivery dates specified by the purchaser have a high risk of 
not being met.

Transfer of legal title Under a contract for goods, when does the legal title pass to the purchaser (i.e. 
when does it become the purchaser’s property rather than the vendor’s)?
If title passes before the delivery date and the organization is purchasing the 
goods, it should ensure that the goods are insured from this date. Failure to obtain 
insurance risks financial loss through damage or destruction of the goods before 
they are in the organization’s control.

Cancellation (contracts 
for goods)

As the purchaser, does the organization need the right to cancel an order?
As the vendor, the organization should attempt to limit the period of time for the 
purchaser to cancel its order to the statutory limit otherwise it risks making losses 
on the time spent servicing the order until the cancellation date.
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Issue Considerations
Suspension and  
termination of service  
(contracts for services)

Does the contract give the service provider the right to suspend the service or to 
terminate it altogether upon certain events or conditions? Such provisions are not 
unreasonable in the abstract, but they should:
— be limited in scope to only truly significant matters;

— provide an option for the customer to remedy the alleged breach or some form 
of escalation rather than instantaneous implementation (except in the case of 
true emergencies);

— give the customer adequate time to make alternative arrangements for its data 
or service.

A customer organization should also have assurance that the data will continue to 
be available in a usable format, for at least a specified period post-termination (or, 
if the service provider is unwilling to commit to a specific length, a “commercially 
reasonable” period of time), as well as that the service provider will return or  
destroy any copies of the customer’s data once disengagement is complete.

Payment What are the payment terms? Are they in reference to the date of the invoice or 
delivery of the goods, rather than the customer’s receipt of the invoice?
Is there interest payable in late payments?
Is there the ability to dispute payments?
Is there wording which states that “time is of essence” for payment (in which case 
late payment could entitle the vendor to terminate the contract)?

Damages/liability Damages
The organization should consider what damages it wishes to recover from the 
other party.
Of course, the organization should seek to recover direct losses, but should it also 
seek to claim for indirect or consequential losses? If the supplier accepts indirect 
or consequential losses, these could be wide and potentially increase its liabilities 
beyond the value of the contract.
Limitations
The organization will have to consider whether it can accept any limitation on the 
liability of the other party for non-performance of its obligations under the contract.
The organization should be concerned if the other party wishes the organization’s 
liabilities to be limited at an amount that is higher than the insurance that the 
organization has for such liabilities.

Partial shipments, split 
deliveries and quantities

Should partial shipments or deliveries be accepted?
If the goods are delivered in split deliveries or partial shipment there is a risk for 
the organization that the other party will become insolvent or otherwise cease 
trading before the entire order has been delivered.

Return of goods Under what circumstances should the purchaser be permitted to return the goods?
Where the organization has purchased goods and the vendor has insisted on very 
narrow conditions in which it will accept returns, the organization risks  
having paid the purchase price but not received the item to the standard that it was 
expecting. In this case, the organization would need to decide whether to accept 
the goods or to pay for another party to provide goods to the standard that it was 
originally expecting.
Where the organization is selling the goods, it should try to limit the period in 
which returns can be made. Otherwise the organization will risk the purchaser 
returning the goods after such period of time that the goods are more likely to have 
lost value.
Another option is to argue for the right to test or inspect the goods prior to purchase.
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Issue Considerations
Confidentiality Does the contract adequately prohibit the counterparty from divulging informa-

tion that the organization wishes to keep confidential, such as trade secrets or even 
the existence of the agreement altogether?
Often vendors will wish to publicize their previous deals to attract more business 
(sometimes by using the logo or trademark of the customer), but this is a risk for a 
customer organization if the vendor approaches its competitors and discloses the 
terms on which the organization entered the contract.
Confidentiality provisions should be included in the contract to:
— define confidential information widely (including all data, unwritten 

information and the content of any documents to which the other party has 
access to);

— limit circumstances in which disclosure is permitted (e.g. regulatory or 
criminal investigations or as permitted by law).

Insolvency There is a risk that the other party will become insolvent before it has performed all 
of its obligations under the contract. How should its insolvency affect the contract?
If the organization thinks that there is a risk of the other party not performing its 
obligations under the contract, it could argue that a guarantor also enter into the 
contract (often a parent company) to guarantee performance.

Governing law  
and jurisdiction

The contract is most likely to specify that it is governed by the law of the vendor’s/
service provider’s country and grant the courts of that country exclusive  
jurisdiction over any disputes arising out of the contract.
As the customer, an organization risks that the laws of the country of the  
counterparty will not offer sufficient legal remedies.
Some options for the organization to consider include:
— specify the law and jurisdiction of the organization’s own jurisdiction (large 

service providers likely operate in and are subject to all such jurisdictions, so it 
is no significant inconvenience for them);

— provide that disputes must be brought in the defendant’s jurisdiction (which is 
even-handed and tends to encourage informal resolution, as the claimant won’t 
have the “home court” advantage);

— delete the provision and leave the question open for later argument and 
resolution if and when needed. However, this approach will be subject to 
international public law, which can be to the organization’s detriment.

Another risk for the organization is that it could end up being party to an  
unenforceable contract due to the (lack of) power of the courts in the chosen juris-
diction.

Disclaimer of warranties What warranties are given and which are disclaimed?
Does the contract disclaim essentially all warranties? If so, consider whether this 
is inconsistent with local laws, as some warranties cannot as a matter of law (e.g. 
because of statutory protections) be excluded.
At a minimum, the contract should warrant that the service complies with and will 
perform in accordance with its specifications (which should themselves be as  
detailed as possible, to avoid misunderstandings and disagreements) and that it 
does not infringe any third-party intellectual property rights, otherwise the  
customer organization risks opening itself up to third-party claims that will not be 
covered by any liability cap agreed in the contract.
Without these two warranties, there is minimal assurance for a customer that the 
service will in fact do what the service provider’s marketing people claim it will 
do or that the service provider even has the right to provide the services to the 
customer.
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Issue Considerations
Indemnities Indemnities operate to limit the risks faced by one party when the risk is not in 

their control. The scope of the indemnity could, however, pose further risks if not 
limited appropriately. An organization could argue that the indemnity:
— be only for certain losses (see the issue on damages);

— has a cap on the amount of the indemnity.
Is the organization required to indemnify the other party not only for its own 
actions (which is not necessarily unreasonable), but also those of its contractors 
or other third parties for whom it may not otherwise be vicariously liable? It is 
preferable not to voluntarily accept that liability. If the indemnity is accepted by the 
organization, then the scope of such indemnity needs to be considered carefully, 
e.g. is it an unlimited indemnity?
Most standard contracts of a supplier/service provider are not likely to include 
any form of indemnification benefitting customers. However, such protection is 
important in at least two key areas, both of which are largely, if not entirely, in the 
service provider’s sole control, and both of which can be extremely costly to defend 
and remedy:
— infringement of third-party intellectual property rights;

— inappropriate disclosure or data breach.
Assignment and  
subcontracting

Should the parties be able to assign the benefit of the contract or subcontract its 
obligations under it?
The organization should consider whether it should expressly limit the right to 
assign in its entirety so that it must provide its written consent.
There is a risk that, if the other party is able to subcontract its obligations under 
the contract, the subcontractor may not perform its obligations to the same  
standard as the original contracting party.

Force majeure Are events that are inside the counterparty’s control drafted as a force majeure 
event, excluding their liability for non-performance of part or all of its obligations 
under the contract?
The organization should consider what factors are out of its control and attempt to 
include these as force majeure events in the contract.

Dispute resolution If there is a dispute, how should it be resolved?
There are numerous methods of resolving a dispute, including litigation,  
arbitration, mediation and more. Each dispute resolution procedure carries its own 
risks and the organization should consider:
— a time limit, or de minimis threshold for bringing claims;

— instructing an expert to resolve the dispute;

— a process for challenging the result of the resolution procedure.
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Issue Considerations
Third-party rights Should third-party rights be excluded if one member of the organization’s group of 

companies is entering into the contract?
Often, third-party rights are excluded from contracts. However, it can sometimes 
be appropriate to expressly include third-party rights in order to allow the third 
party to enforce the contract. For example, where one member of a group of  
companies enters into the contract for the benefit of the entire group.
The risk arises where third-party rights are not expressly limited to certain parties 
or to certain rights. To mitigate the risks, express wording should be included to:
— limit the third parties (e.g. to those in the party’s group of companies);

— the contractual rights that are enforceable by any third party;

— ensure that the third-party rights are not given in favour of just one of the 
contracting party’s groups (as required).

Automatic renewal Is there a provision where the contract renews automatically for an additional  
period of time unless the customer gives prior written notice?
The customer should have an internal process to remind itself when they need 
to make a decision about renewal and give notice of any termination. Ideally, the 
contract would renew automatically (so the customer does not have to renegotiate 
every time), but also allow termination for convenience on some reasonably short 
period of notice.

Modifications to the 
contract

Does the other party have the right to make modifications to its obligations  
unilaterally? Sometimes, for example, service providers try to modify their  
services without any input of the customer organization. While some form of  
right to make changes is necessary and appropriate in some circumstances  
(such as improvements), such an approach is risky from a customer perspective 
and does not provide the customer with any assurance that any such modifications 
will be beneficial, let alone acceptable.
Limiting the other party’s right to “commercially reasonable modifications” would 
be better. Even better would be to add to that a qualification prohibiting  
“materially detrimental” modifications.

Data protection/privacy In some commercial contracts, the service provider will have access to data of the 
organization that will constitute “personal data” or “personally identified  
information” (or the equivalent term under local laws) for the purposes of data  
protection and privacy law. Accordingly, the appropriate contractual provisions  
will need to be included in the contract with the service provider.

Location of data Some contracts expressly reserve the right to store customer data in any  
country in which they do business. Others may not address the issue, but the 
service providers could follow similar practices nevertheless, on the (generally 
legitimate) theory that what is not expressly prohibited is thereby permitted. The 
data protection implications of any personal data transferred outside a particular 
jurisdiction should be considered.

Ownership of data Where the contract requires data to be transferred or created, the contract should 
deal with the question of which party will own the data. As the provider of data, 
the organization should expressly make it clear that all data belongs to it and that 
the service provider acquires no rights or licences to such data. It can also be useful 
to specify that the other party does not acquire and may not claim any security 
interest in the customer’s data.

Insurance What types of insurance (e.g. product liability, professional indemnity) is the  
supplier/service provider contractually commit to maintain?
What is the scope of coverage of such insurance?
What are the exclusions of such insurance?
Do the insurance requirements apply to subcontractors?
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Issue Considerations
Time limits on claims Are there any time limits for notifying claims or to begin litigation (which have the 

effect of reducing the usual statutory limitation period for contract claims)?
If there is a time limit, does the time period commence when a party ought to know 
of the claim or when the claim first arises?

Ethical issues Clauses dealing with relevant ethical issues should be included in supply contracts 
or contracts that anticipate a supply chain relationship. Such ethical issues include 
anti-slavery, human trafficking, degrading working conditions, sustainable and fair 
commerce and the development of local communities.
The clauses to address ethical issues are most suitable for use where the other 
party is part of a sector, or is based in a location where such ethical issues are 
known to be prevalent or need to be actively addressed.
The clauses can seek to ensure that entities in an organization’s supply chain agree 
to various policies dealing with ethical issues. They can also include optional war-
ranty and indemnity provisions, country specific clauses, reporting obligations, 
audit obligations and restrictions on subcontracting. These can be included where 
appropriate following an assessment of the risk of such ethical issues in the supply 
chain connected with a particular transaction.

Adherence to  
counterparty’s  
policies

A counterparty can request that an organization adhere to its policies, e.g. terms of 
use policies, anti-bribery and anti-corruption policies, data protection policies.
It is highly likely that the counterparty reserves its right to modify such policies 
unilaterally from time to time. Agreeing to such a position can increase operational 
costs and create compliance issues. In order to manage this risk with this type of 
clause, the organization should consider:
— requesting a copy of such policies to review the terms;

— requesting that, in the event of a contradiction or inconsistency between the 
policy and the terms and conditions of the contract, the terms and conditions 
of the contract will prevail over policy;

— requesting that the counterparty notifies the organization in advance of any 
changes to the policy so that a decision can be made whether to continue 
with the contractual relationship before such changes become effective (and 
include a right in the contract to have such a right of termination).
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